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Introduction

Qualifications Pack- Telecom Network Security Technician

SECCR TEIECOM

SUB-SECCR NETWORKMANAGEMENT
OCQPATION: Technician
REFERENCHD: TH/ Q6208

ALIGNED TO: NGO-2015/ 3114.1601

Telecom Neawork Security Technician will deal with implementation,
maintenance and security of telecom networks.

Brief Job Descrption: The Network Security Technician is responsible for the
implementation, maintenance, and integration of WAN, LAN and sener
architecture. This individual is also responsble for implementation and
administration of network security hardware and software, enforcing the
network searity policy and complying with requirements of external security
audits and recommendations.

Contact Us:

Personal Attributes: This pb requires the individual to implement, install and
maintain critical network equipment and ensure data searity from threats and
intrusions.
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Quialifications Pack Code TELQ6208

Telecom Network Security Technician
Thisjob roleisapplicablein both national and international scenarios

Credits (NSQB TBD Version number 1.0
Sector Telecom Drafted on 08/01/ 2015
Subsector Network Management Last reviewed on 10/06/2015

Ocaupation Network O&M Next review date 14/06/2017
NSQCClearanceon 14/03/2016

Telecom Network Security Technician

Network securty technicians instal, maintain and
troubleshoot Local Area Networks, Wide Area Networksand
data communications equipment. They also analyze and fix any
network securty issues.

NSQFlevel 4
Mini.mum Educatipnal Quali.fi.catipns* ITI (ITrelated streams)
Maximum Educational Qualifications* | Bachelor in Technology (Hectronics,Computer Stience & IT)

1.Traning on Soft skills

Role Description

Trainin

(sjggeged but not mandatory) 2.Traning on Network Hardware(LANWAN) & NMT
3.Traning on projed management

Minimum Job Entry Age 18 Years

Experience 0-2 yearsof work experience in network management and
security
Compulsory:

1. TH./N6229 (Network Administration)

2. THEL/N6230 (Network & Data Secuity)
3. TH./N4121(Maintain a hedthy, safeand secure working

Envionment.)
Optional:
N.A.

Applicable National Occupational
Sandards (NOS

Performance Qriteria Asdescrbedin the relevant OS wits
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Description

Secor isacongomeration of different businessoperations having smilar
businesses andinterests. Itmay also be defined asa distinct subset of the
economy whose components share similar characteristicsand interests.

mle H-S-D-C
Hatignal
Skl Developme
Comporatsan

Tramslorming the skill sdscap

Subsedor Subsector isderived from a further breakdown based on the charaderistics
and interests of its components

Ocapation Ocwpation is a set of job roles,which perform similar/related set of
functions in anindustry.

Function Function isanactivity necessaryfor achieving the key purpose of the sector,
ocaupation, or areaof work, whichcanbe cariied out by a person or agroup
of persons. Functions are identified through functional enalysisandform the
basisof OS.

Job Role Job role definesa unique set of functionsthat together form a unique
employment opportunity in anorganization.

(O] OS spety the standards of performance anindividual must achieve when

carrying out a function in the workplace, together with the knowledge and
understanding they need to meet that sandard consistently. Occupational
Standards are applicable both in the Indian and global contexts.

Performance Qriteria

Performance Qriteriaare statementsthat together specify the standard of
performance required when carying out atask.

NOS

NOS areéDccupational Standardswhich goply uniguely in the Indian context.

Qualifications Pack
Code

Qualifications Pack Gode isa wnigue reference code that identifiesa
qualifications pak.

Qualifications Pack

Qualifications Pack comprisesthe set of OS together with the educational,
training and other criteria required to perform a job role. Aqualifications
Packis assgned a unique qualification pack code.

Understanding

Unit Code Unit Code is aunique identifier for an Occupational Sandard, whichis
denoted by | YNQ @

Unit Title Unit Title givesa clearoverall staement about what the incumbent should be
able to do.

Descrption Degription givesa short summary of the unit content. This would be helpful
to anyone searching on a databaseto verify that thisisthe appropriate OS
they are looking for.

Knowledge and Knowledge and Understanding are statementswhichtogether specify the

technical, generic, professional and organizational specific knowledge that an
individual needsin order to perform to the required standard.

Organizational Gontext

Organizational Gontext includesthe way the organization isstructured and
how it operates,including the extent of operative knowledge managers have
of their relevant areasof responsbility.
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Keywords/Terms Description

O&M Operaions andManagement
LAN Local Area Network

WAN Wide AreaNetwork

NMT Network Management Tools

Back to tolLJ X
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TH/ N6229 Network Administration

National Occupational
Standard

Overview

Thisunit deals with identification, planning, monitoring and maintenance of telecom networks.
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Network Administration

TELN 6229

Network Administration

Network Administrator is responsible for planning, aministration and operation of
computer networks. He is also responsible for monitoring network performance and
resolving any performance related Bsues.Other responsibilities include keeping all
firmware and software up to date and monitoring network access.

Scope

NationalOccupation Sandard

Ekement
Network
Infrastructure
requirement
definition

Performance Criteria(PC) w.r.t. the Sope

Thisunit/taskcoversthe following:
1 Network Infragructure requirement definition

Network Planning
PhysicalRealization of Network
Network Testing& Evaluation
Maintenance andtroubleshooting
Remrt & Record

= =4 =4 4 =4

Peaformance Qiteria
Competent individual on the job must be ablg o
PCL._. identify requirements of nodes,operatmg systems; internet connectivity

pattern and gpplicationsin the network
PC2: identify protocols usedfor communications with- ISP.

Network Hanning

Competent individual on the job must be able to:
PC3: ' define IPaddressng sdiemesfor customer
PC4: * define and create VLAN asper requirement
PC5:  planspacerequirementsfor network devices
PG5: _smpeout Power andbackup requirements

Physical Realization
of Network

Gompetent individual on the job must be able to:
PC7: install,configure and test routing plan
PC8: install,configure and test LAN and WAN Devices
PCI:  checkconnectivity from nodes
PC10: grant, control and monitor role based data accessto the users
PCl11: support Disager Planning Recovery Services

Network Testing &
BEvaluation

GCompetent individual on the job must be able to:
PC12: tedt inter department and intra department connectivity
PC13: test Load on Network Deviceswhenunder full capacity
PC14: tedt allNMSsoftware are working
PC15: testall LAN Devicesfor switchingloops and WAN devicesfor routing loops.
PCl16: testand resolve congestion issueson the network.
PC17: ensure complianceto user and application acceptance criteria
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THY/ N6229 Network Administration

Maintenance and Competent individual on the job must be able to:

troubleshooting PC18: monitor network traffic and resolve any congestion or connectivity issues

PCL9: evaluate and implement network management software
PC20: keep device firmware and other software up to date

Report & Record Competent individual on the job must be able to:

PC21: record and maintain network details for future fault localization
PC22: document, summarize and share results of NMS ests

PC23: record and maintain data accessdetails

PC24: record, manage and ardive network data

Knowledge and Understanding (K)

A. Organizational Theuser/individual on the job needsto know and understand:
Context KAL1. riskand impact of not following defined procedures/ work instructions
(Knowledge of the KA2:-relevantlegishtion, standards; policies; and- procedures followed in the
company / i

KA3. how to engage with both internal and external spegalists for support in order
_ to resolve incidents and service requests
itS processes) KA4. service request procedures tools,and technigues
KAS. protection equipment (anti-static wris é'% ds, shoes, dress, packagng, and
other appropriate insulations) that isregefired to be used.
KABG. first.aid requirements in caseof electrical shocks, cuts and other common

organization and

injuries.
B. Technical Theuser/individual on the job should have knowledge of:
Knowledge KBL. IPAddressigformat for IPv4 and IPv6

KB. WANand their limitations.
KB3. different Network Management Systems androuting protocols.
KB1. differentways of configuring access-ist.
KBb. troubleshooting common LAN issues.

KBS. . understanding analytic data

Xills (9 [Optional]

A. Core Kills/ Writing kills

Generic Kills Theuser/ individual on the job needsto know and understand how to:

SAL. Fll upappropriate technical forms, activity logsin required format of the

company
SA. Maintain proper recordsasper given format
Reading ills

Theuser/individual on the job needsto know and understand how to:
SA. Read ad understand manuals,work orders, health and sakty instructions,
memas, reports etc.
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Network Administration

Oral Communication (Listening and Speaking skills)

SAl. Liaiseand coordinate with third party vendors
SA. Gommunicate with supervisor and peers
SA. Gommunicate in the locallanguage

A. Professona ills

Decision Making

Theuser/individualon the job needsto know and understand how to:
PBl. make decisions pertaining to the concernedarea of work

Plan and Organize

Theuser/individualon the job needsto know and understand:
PB2. planand organizeseavice feedback files documents

Qustomer Centricity

Theuser/individuaton the job heedsto Know and understand how 1o:
B3. manage relationships with cusomers who may be stressed, frustrated,
confused, or angry
SB4. build customer relationships anduse customer centric approach

—Probterm Sotving

Theuser/individuat o thejobneedsto know and understand tiow to:
B5. think through the problem, evaluate the-possble solution(s)and swggest an
optimum / best' possble solution(s)
B6: dealwith clients lacking the technical kackground to solve the problem on
their own
XB7. identify immediate or temporary solutionsto resolvedelays

Aratytical Thimking

Theuserfindividuat o the jobmreedsto know and understand how to:

PBB. usethe exigting datato arrive at specific data points

9. usethe existing data points for improving the call resolution time
B10. usethe exigting data points to generate required reports for business

VS 5 I Tlaale
Crkitar TRy

Theuserfindividuatonthejobneedstoknow-and-understand-how to:
RB11. apply, analyze, and evaluate the information gathered from observation,
experience, reasoning, or communication, as aguide to thought and action
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Security Technician
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National Occupational
Standard

Overview
Thisunit deals with knowledge of networks, their vulnerabilities and respective remediesto keep the
network safe and secure.

10
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Network & Data Security

Description Network & Data Security Techicianis responsible for defining and enforcing security|
policiesto enaure data security on the network. Theyare also responsible for testing
networksfor vulnerabilitiesand developing mitigation strategiesin case of intrusions.

Scope Thisunit/task coversthe following:

Network Security Infrastructure Definition
T nodes
 Os
9 connectivity
Network Vulnerability Assessment
1 network intrusion
9 hostintrusion

9 file integrity

I software
Network -Security

9 firewall

9 acasscontrol
9 network scan

Report & Record
9 incidents

I wulnerabilities

Performance Criteria(PC) w.r.t. the Sope

Ekement

Paformance Qiteria

Network Secuity Competent individual on the job must be able to:
Infrastructure PCL: identify requirementsof nodes,operating systems, internet connectivity
Definition . . : g
pattern and applications.in the-network from security perspective
Network N Competent individual on the job must be able to perform:
Xulnerablllty PC2: network-based Intrusion Detection and riskassessment
SESSITEN PC3: host-based htrusion Detection
PCA:  file integrity verification and monitoring software components
Network Security Competent individual on the job must be able to:

PC5:  define and enforce security policies and procedures

PG5 define, manage and monitor accesscontrol

PC7: setup and administrate firewall

PC8:  evaluate system using vulnerability scannersto verify system security

PC9:  monitor the network, identify anomalies from security perspective,
investigate & identify security incidents andperform remediation.

PC10: evaluate and recommendnew security policiesand products

11
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Report & Record Competent individual on the job must be able to:

PCl11: record and document any securityincidents
PC12: document, summarize and share results of vulnerability and penetration tests
PCL3: periodicallyreport identified risksand available counter measues.

Knowledge and Understanding (K)

B. Organizational Theuser/individual on the job needsto know and understand:
KAL. riskand impact of not followingdefined procedures/ work instructions

Context . . .
(Knowledge of the KA2. Liltri\gznr;[y legishtion, standards, policies, and procedures followed in the
compgny./ KA3. how to engage with baoth internal and external spedalists for support in order
F)rganlzatlon and to resolve incidentsand service requests
its processes) KA4. service request procedures tools, and techniques

KAS. protection equipment (anti-static wrigt bands, shoes, dress, packajing, and

other appropriate insulations) that isrequiredto be used.
KAG. first aidrequirementsin case of electricalshocks, cuts
B. Technical Theuser/individual on the job should have knowledge of

Knowledge KBL. IPAddessingformat foriPv4 and IPva

KB. WLANand their limitations.

KB3. overallnetwork & intereonnection of systems

KB1. different Network Management Systems gagrouting protocols.
KBo. . security vulnerabilitiesand remediation tegiwiques

KBS. “~authentication and security protocols and cryptography

ills (S [Optional]
B. Core ille/ Writing kills
Generic ills

Theuser/ individual on the job needsto know and understand how to:
SAL: fill upappropriate technical forms, activity logsin required format of the
company
SA: maintainproper recrds.aspergiven format

Reading Xills

Theuser/individual on the job needsto know and understand how to:
SA: read ad understand manuals,work orders, health and sdety instructions,
memaos, reports etc.

Oral Communication (Listening and Speaking skills)

Theuser/individual on the job needsto know and understand how to:
SAL. liaiseand coordinate with third party vendors
SAL.  communicate with supervisor and peers
SA. communicate in the locallanguage

12
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Network & Data Security

C Professonal ills

Decision Making

Theuser/individual on the job needsto know and understand how to:
Bl. make decisions pertaining to the concernedarea of work

Plan and Organize

Theuser/individual on the job needsto know and understand:
$B2. Hanand organize service feedbackfiles documents

Qustomer Centricity

Theuser/individual on the job needsto know and understand how to:
B3. manage relationships with cusomerswho may be stressed, frustrated,

confused, or angry
B4. build customer relationships anduse customer centric approach

Problem Solving

Theuser/individual on the job needsto know and understand how to:
B5. think through the problem, evaluate the possble solution(s)and swggest an
optimum /best possble solution(s)
$B6. dealwith clients lacking the technical kackground to solve the problem on
their own
RB7. identify immediate or temporary solutionsto resolve delays

Analytical Thinking

Theuser/individual on the job needsto know and understand how to:
PBB. usethe exiding datato arrive at specific data points
$BO. usethe exigting data points for improving the call resolution time
PB10. usethe existing data points to generate required reports for business

Crtical Thinking

Theuser/individual on the job needsto know and understand how to:
B11. apply, analyze, and evaluate the information gathered from observation,
experience, reasoning, or communication, as aguide to thought and action

13

























